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Foreword

The European Standard EN 50126-1:1999, which was prepared jointly by the Technical Committees
CENELEC TC 9X, Electric and electronic applications for railways, and CEN TC 256, Railway applications,
under mode 4 co-operation, deals with the specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) for railway applications.

A guide to the application of EN 50126-1 for safety of railway systems (this CLC/TR 50126-2) and a guide for
the application to EN 50126-1 for rolling stock RAM (CLC/TR 50126-3:2006) have been produced to form
informative parts of EN 50126-1:1999. Whilst this CLC/TR 50126-2 is applicable to all railway systems,
including rolling stock, CLC/TR 50126-3:2006 is applicable to rolling stock RAM only.

This Technical Report, which was prepared by WG 8 of the Technical Committee CENELEC TC 9X, forms
an informative part of EN 50126-1:1999 and contains guidelines for the application of EN 50126-1 for the
safety of railway systems.

The text of the draft was submitted to the vote and was approved by CENELEC as CLC/TR 50126-2 on
2007-01-22.



-3- CLC/TR 50126-2:2007

Contents

o X0 11T T 8
£ oo o - 9
= =] 1= 1= S 1
Definitions and abbreviations............. e ——— 12
3.1 Guidance on the interpretation of terms and definitions used in EN 50126-1 ...............cooecvviveeennnn. 12
3.2 Additional Safety TEIMIS ... e 15
G TR T AN o] o] ¢ =1V =1 £ o) o - O 17
Guidance on bodies/entities involved and concepts of system hierarchy and safety..................... 17
o B 111y To [ 8 o1 {0 o FA ST PUPPPP RPN 17
4.2 Bodies/entities iINVOIVEd iN @ SYSTEM .......eiiiiiiie e 18
4.3 Concepts Of SYStemM NIErarChy ........coooiiiiii e 18
4.3.1 Rail transport system environment and system hierarchy ...........cccccccvvviiiiii 19
S = 1= AT o] a1t =Y o] £SO SRP PRSP 19
441  Hazard PersPECLIVE ... ittt e e e e e e e e e e e e neeeaaeeaaanas 19
A4.2  RISK.eiiiiiteiii ittt ettt e e —— e e e e e ———ee e ——e e e e ettt e e e anaaeeeannaeeeannteeanraeens 21
4.4.3  RISK NOMMAlISING ...cceiiieeeeeeeeee s 22
Generic risk model for a typical railway system and check list of common functional hazards ....23
Lo 0t N 1o o 11 o1 1T o TSP 23
Lo A € 1= U= 4 oy ] T Yo [ SO 23
5.3 RISK @SSESSMENT PrOCESS. ...cciiiiiiiiiiiiiiiiiiiie ittt ettt ettt ettt ettt e eeeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeeeeeeereeeaaaaaeees 24
ES TR 2t I | 1 oo [1 o 1o o SRR 24
TR N 11 o 1= T4 o o] oY== PR 24
5.4  Application of the risk asSeSSMENT PrOCESS .......cc.vuviiiiiiee i 28
o S B B =Y o} { g o] = T F= VT £ RSP OPPI 29
5.4.2  Preliminary hazard analySis ..o 29
5.4.3 Qualitative and Quantitative assessment.............ooo i 30
5,44 Use of hiStOriCal data..........oooiiiiiiiiiiiie et e 31
5.4.5  SenSitivity @NaAlYSIS ......coiiiiiiiiiiiiiiii e e e e s 32
5.4.6 Risk assessment during life cycle phases..........ccooiiiiiiiiii e 32
5.5 Check-list of common functional hazards and hazard identification .............ccooooiiii i, 33
551 INIOAUCTION ...cciiiiiee e e e e e e e et e e e e e e e ae e e e s 33
5.5.2 Hazard grouping SIrUCLUIES .........uuuiiieiiieieiiiiietiieieieieieiee et eberabebeeebeeneesesesnenssnnnnsnnnnnnnnnnnnns 34
5.5.3 Check-list Of “Hazards ... 35

Guidance on application of functional safety, functional safety requirements and Sl targets,
risk apportionment and application Of SILS.........cooo i 36
20t B | oo o [F T3 1] o PP PSPPI PPN 36
6.2 Functional and teChNICal SAfELY ..........cccuuiiiiiiee e e 36
6.2.1  System CharacteriStiCs ........ooiiiiiiiiii e 36
6.2.2 Railway system structure and safety requirements ..........ccccocoviiiii e 37

6.2.3 Safety related functional and technical characteristics and overall system safety ............. 37



CLC/TR 50126-2:2007 —4-

6.3 General considerations for risk apportionMeENt ............coooiiiiiiiiiii e 38
0 2t I | ' oo [1 o 1o o USSR 38
6.3.2 Approaches to apportionment of safety targets ..........ccooooriiiiii 38
I TG T U = o I o | USRS 40
6.4 Guidance on the concept of Sl and the application of SILS ..........ccooviiiiiiiiiieiiiieee e, 40
6.4.1  Safety INEGIILY ....eii i 40
6.4.2 Using Sl concept in the specification of safety requirements...............cccooiiiii. 42
6.4.3 Link between THR and SIL ........oooiiiiiiiiiie e e 46
6.4.4 Controlling random failures and systematic faults to achieve Sl...........cccccccccoiiiiiiinnnn. 46
6.4.5 Use and mMisSUSe Of SILS ...t e e e e e 49
6.5 Guidance on fail-safe SYSIEMS .....ccooiiiii s 51
6.5.1  Fail-Saf@ CONCEPL ... .uiiiiiiii e e e e e e e e e e st e e e e e e s anrnaeeeee s 51
6.5.2 Designing fail-safe SYSIEMIS........uviiiii i 52

7 Guidance on methods for combining probabilistic and deterministic means for safety
L =T 1T =3 - 1T N 54
7.1 Safety deMONSIrAtioN ..........eiiii e 54
4% P B 1 1 (oo [ 8 o (o o HO PO PUPT PP OPPPPPP 54
7.1.2 Detailed guidance on safety demonstration approaches...........cccccccoevciiiiiieec i, 54
7.1.3  Safety qualification tESES.......coouiiiii 65
7.2  Deterministic MEthOAS .. ...t e e e e e e e e e e e e e e enaeeeeeaeeas 65
7.3 ProbabiliStic MEthOAS ... e 65
7.4 Combining deterministic and probabilistic MethodsS ...........cccvviiiiiiiiiii e, 65
7.5 Methods for mechanical and mixed (mechatronic) SYStEMS .........ccooueiiiiiiiiiiii e 66
8 Guidance on the risk acceptance PrinCiples.......ccccciiiiiiciirsiriiri s sssmr e sme e e e sennn 67
8.1  Guidance on the application of the risk acceptance prinCiples ...........ccccveeveeiiiiiciiieeeee e, 67
8.1.1  Application of risk acceptance PrinCIPIES ..........cooiciiiiiiiie i 67
8.1.2  The ALARP PriNCIPIE ..cceieie ettt e e e e e e e e e e e eeaa e an 68
8.1.3 The GAMAB (GAME) PriNCIPIE ..ciiiiiiiie e ittt et e e e e e e e e enre e e s eneeeeeennes 69
8.1.4  Minimum Endogenous Mortality (MEM) safety principle (EN 50126-1, Clause D.3) .......... 70
9 Guidance on the essentials for documented evidence or proof of safety (Safety case) ................. 71
1S 20t N 1o o o 11 o1 1T o ISP 71
0.2 SaAfelY CASE PUIMPOSE ..o ettt ettt e e e e e e e et ee e e e e e e e e nneeeeeeaeeeeaaannnseneeaaeeennnnneaaaeens 72
9.3 SAfElY CASE SCOPE ..uuiiiiiiie ittt e ettt e e e e e e e et e e e e e e et ——taaeeeaa b ————aeaaeeaaaraaaaaaaas 72
9.4 SAFELY CASE IEVEIS ..ot e e e e e e e e e e e e e e a e e e e araaaaas 72
0.5 Safety CASE PRASES .....ooiiiiiii e 74
9.6 Safety CASE SITUCIUIE....... .ttt ettt e ra e s 75
0.7  SaAfElY @SSESSIMENT....eiiiiii i e e e e e e e e e e e e e et — e e e e e e e s e ta——raeaaeeeaaraaraaaaas 78
9.7.1  The scope of the safety @SSESSON ........ccuiiiiiiii e 78
9.7.2 The independence of a safety @SSESSOr ........ocuiiiiiiiii i 78
9.7.3 Competence of the safety aSSESSOr..........uiiiiiiiiii e 79
9.8 Interfacing with existing SYSIEMS ..o 79
9.8.1 Systems developed according to the EN 50126-1 ProCess .......ccccveeevevcvriiieeieeeieiciiieeeeeenn, 79
O.8.2  SYSIEIM PrOVEN IN USE ......uiiiiiiiiiiie ettt e et e e e st e e e s sbeeeeeaans 79

0.8.3  UNPrOVEN SYSIEMIS....uuiiiiiiiiiiiiiiiiiiiiiit s 80



-5-— CLC/TR 50126-2:2007

9.9 Criteria for cross acceptance Of SYSTEMS .......cociiiiiiiiiiee e e e 80
9.9.1  The DASIC PrEMUSE ....eeiiiieeeiieee ettt ettt e e e e e e et e e e e e e e e e nneeeeeaeaeeeaannnnnneeeaens 80

S IR I o L= i = 10 0= o SR 81

Annex A (informative) Steps of risk assesSSMeNt ProCess.......ccciirrrinnimrinr s ——— 82
F N I YL (=1 4 a1 [ 101 o ) o [OOSR 82
A2 Hazard identifiCation ....... ... e e e e 83
A.2.1  Empirical hazard identification ... 83

A.2.2 Creative hazard identifiCation ............ccuei i 83

A.2.3 Foreseeable accident identification.............cccooiiiiiiiiiii 83

E N S o P . (o - 3SR 84

R T o F= 2= o [ (oo PSPPSR 86
A4 CONSEUENCE ANAIYSIS ..veeeieeeiiiiiiiiiiiie e e e e eeiie ettt e e e e e e ste e e e aees s e st e aeeeeaeesesaastaaeeeeaeeseansstaseeeeaesasrnreees 87
AD HAZAI CONMIOL ... e e e e e e e s et e e e e e 87
AB  RISK FANKING ...ttt e s e e e b et e e ete e e e b b e e e enees 88
AB.1 QUALITALIVE FANKING. ..o e 89

A.6.2 Semi-quantitative ranking @appProach............ccccuuueiiiieiiiiiiieeee e 89

Annex B (informative) Railway system level HAZARDS - Check lists .........cccciniiininiisininiinnec s 92
[ 0t € T=T o =T - | SO UEER 92

B.2 Example of hazard grouping according to affected persons...........ccccovieiiiiiiiiiie e 94
B.2.1 “C-hazards” — Neighbours group............eeeiiiiiiiiiiiiiie et a e e 94

B.2.2 “C-hazards” - PAsSENGErs QrOUP ........uueeiieeeiiiiiiiiiieiieeeeeeseeitreeeeeae e e s e saarareeeeaaessesnssreeeeaaeeeas 95

B.2.3  “C-hazards” - WOIKEIS QrOUP.......cuueiieiiiiiee ettt 96

B.3 Example of functional based hazard grouping ..........cccoiiiiiiiiiiiii e 96
Annex C (informative) Approaches for classification of risk categories .........ccccccciiiiinniniicniininnns 99
C.1 Functional breakdown @pproach (2)..........coiecuuiiiiieee e e e e e e e e e sb e e e e e e e e anes 99
C.2 Installation (constituent) based breakdown approach (b) .........cccooiieiiiiiiiii e 99
C.3 Hazard based breakdown approach (C) .......ouueeeieiiieieiiii e 100
C.4 Hazard causes based breakdown approach (d) .........coooccuiiiiiiee i 101
C.5 Breakdown by types Of aCCIAENTS (€) ....vveiiiiiiiiiiiiiiiie e e e e e 102
Annex D (informative) An illustrative railway system risk model developed for railways in UK.......... 103
D.1 BUilding @ FSK MOTEI ..ottt e et e e st e e e sabeeeeen 103
D.2 lllustrative example of a risk model for UK railways...........ccccoeeiiiiiiiiiiiiie e 104
22 B /o T [=1 1 To I8 £=Tex o1 To] (o Yo )V 20 PPt 104

D.2.2 Usage and CONSIIAINTS.......cooiiiiiiiiiiie et e e 105

D B2 T 1 o Yo [ i o] =T or= 1= £ PSSR 105

Annex E (informative) Techniques & methods .........cccccviiiiiiii 108
= B 1= o T=T - | B T TP U PPV PP VO PPOPSPRPI 108

E.2  Rapid ranking @N@lYSIS .......cocuuiiiiiiiiie e 109
E.3  Structured What-if analySis .........oouiiiiiiiiii e 109

R N | PP STOPRPPRR 110

E.5 State transition diagramS...........ooiiiiiiiiii e e e e ae e e 110

E.6 Message Sequence DIagrams ........cooo ittt 111

E.7 Failure Mode Effects and Criticality Analysis - FMECA ..........oooiii e 112

E.8  EVENIIrEE ANalYSIiS ... 112



CLC/TR 50126-2:2007 -6-

E.9  FAUI tre8 @NalYSiS ..o 113
E.10 RISk graph Method ..........oooiiiii ettt e e 114
E.11 Other analysis tEChNMIQUES ........ccoiiiiii ettt e e reee e 115
E.11.1 Formal methods @nalySiS .........cueiiiiiiiiiiiiiiiiiiiiieieieeeeeee ettt ee e e e eeeeeeeeseeeeeeeeees 115
g I 2 /=T o VA= = Y P 115
E.11.3 Petri NEIWOIKS ...ttt e e e e e e s e e e e e e e e e s neneeeeeaeanes 115
E.11.4 Cause consSequUENCE diagramMS. ......uuuieiiiiieeiiiiee et e et e et e et e e s sb e e e b e e s abree e aanee 115
E.12 Guidance on deterministic and probabilistic Methods..............cocciiiiiiiiii i, 115
E.12.1 Deterministic methods and approach..........cccceevvveiiiiiiii e 115
E.12.2 Probabilistic methods and approach ... 116
E.13 Selection of to0ls & METhOUS ... ... . i e e e e e e 117
Annex F (informative) Diagramatic illustration of availability concept .........ccccoveiimiiniinninccieens 119
Annex G (informative) Examples of setting risk acceptance criteria ..........ccccccnvvimiiininniee, 120
G.1  Example of ALARP appliCation .............eeoiiiiiiiiiiee et e e 120
G.2  CoPENNAGEN MELIO ..ottt ettt e e e 123
Annex H (informative) Examples of safety case outlines .........cccocviriiiiiiiiinnssncs e, 124
o TR T o 11 o =3 (o Lo QU 124
[ P2 1 o g =1 1 o PP UPPUTPPR 126
TG T =T T 0 = SRRSO 128
BibliOgrapRy ....ceeiiie it 131
Figures
Figure 1 — Nested systems and hierarChy ... 18
Figure 2 — Definition of hazards with respect to a system boundary and likely accident................ccccvveeee..n. 20
Figure 3 — Sequence of occurrence of accident, hazard and CauUSe ..........cooooiiiiiiiiiiii e 21
Figure 4 — Risk assessment fIOW Chart..........o.oei e 25
Figure 5 — Hazard control flOW Chart ...........oooiiiiii e e e e rr e e e e 26
Figure 6 — Safety alloCation PrOCESS .........uviiiiiiiiiiiiieeee ettt e e e e e e e e e e e e s e enssreee e e e s e snnnreaeeaaeeas 39
Figure 7 — Factors inflUBNCING Sl........oo et e st e e rabeee e 41
Figure 8 — Process for defining a code of practice for the control of random failures.............cccccoiieiiiins 48
Figure 9 — Process for defining a code of practise for the control of systematic faults.............c..cccoeennieenn. 49
Figure 10 — Differential riSk @VEISION ...........coiiiiiiiiiiiieiee e e e e e e e e e e e e e s e e e e e e e e e ennraaeeaaees 71
Figure 11 — Safety CaSE IEVEIS ...ttt e e ee e 73
Figure A.1 — Risk ranking for events with potential for significantly different outcomes ..............cccccciis 91
Figure D.1 — lllustrative annual safety forecasts generated by an integrated risk model .................cc.eo...... 106
Figure D.2 — lllustrative individual risk forecasts generated by an integrated risk model .............ccccccoieee. 107
Figure E.1 — State transition diagram — EXamPle.........cocuuiiiiiiiiii e 111
Figure E.2 — Example of message collaboration diagram ... 111
Figure E.3 — Example of consequence analysis using eVEeNttree..........ccccuvvviiee i 113
Figure E.4 — Fault tree analysis — EXamPIe.......cooooi i 114
Figure F.1 — Availability concept and related terms ...... ... 119
Figure G.1 — Risk areas and risk redUCINg MEASUIES .........ccoiuiiiiiiiiiie ettt saeeee s 121

Figure G.2 — ALARP results of OptioNS 110 4 ....cceeiiiieiie e e e e 123



-7- CLC/TR 50126-2:2007

Tables
Table 1 — Cross-reference between certain life cycle phase activities and clauses of the report.................... 10
Table 2 — Clauses of the report COVEriNg SCOPE ISSUES ........uuvriiiieeiiiiiiiieiie e et e e e e e e e 10
Table 3 — Comparison of terms (duty NOIAEIS) ........coiiiiiiiiii e 13
Table 4 — Structured approach to allocation of Sl (refer t0 6.4.2.2) ..o 43
Table 5 — THR/SIL relatioNShiP ....ooocoiiiieeiiee e e e e e e e e e e e e e e e e te e e e e s e e ensnraneeaaeeas 46
Table 6 — Possible states of a fail safe SYSIEM ........viiiiii i 53
Table 7 — Approaches for system safety demonstration ... 56
Table 8 — Criteria for each of the risk acceptance prinCipIES .........ooo e 67
Table 9 — List of EN 50129 clauses and their applicability for documented evidence to systems other

L1 F= T I o o F= 11T Vo SRR 75
Table A.1 — Example of frequency ranking SCNEME..........cccuiiiiiiiii e a e 89
Table A.2 — Example of consequence ranking SChemMe ...... ... 90
Table A.3 — RIiSK ranking MatriX........oooi i b e e n e e e bt e e e enees 90
Table B.1 — Railway neighbour “C-hazards” ..............ooiiiiiiiiiiiice e a e 94
Table B.2 — List railway passenger “C-NazardsS” ............cooiiiiiiiiiie e e e e e e eeaa e 95
Table B.3 — List of railway Worker “C-hazards” ... 96
Table B.4 — System level hazard list based on functional approach.............ccoooiiii e 97
Table D.1 — Sample parametric data for a risk forecasting model ..............ccccoociiiiiiiii i, 105
Table E.1 — Failure and hazard analysis MethOdsS ..............uuuuiiiiiiiieeeeeeeeeeneeneeeeaeeee 108
Table E.2 — Example of @ hazard-ranking MatriX ............cooiiiiiiiiii e 109
Table E.3 — HAzZOP QUIAE WOIS .......uuuiiiii s ssssssssssssssssssssnsssssnsssnsnsnsnsnnnnns 110

Table G.1 — Upper and lower ALARP IIMILS .........uuiiiiiiii e a e e e e snraeeaaa e 123



CLC/TR 50126-2:2007 -8-—

Introduction

EN 50126-1 was developed in CENELEC under a mode 4 co-operation with CEN and is now regularly called
up in specifications. In essence, it lists factors that influence RAMS and adopts a broad risk-management
approach to safety. The standard also gives examples of some risk acceptance principles and defines a
comprehensive set of tasks for the different phases of a generic life cycle for a total rail system.

Use of EN 50126-1 has enhanced the general understanding of the issues involved in dealing with safety
and in achieving RAMS characteristics within the railway field. However, a number of issues have arisen that
suggest that there are differences in the way that safety principles and/or requirements of this standard are
being interpreted and/or applied to a railway system and its sub-systems.

Therefore, the guidelines included are to remove such differences and to enable a coherent and pragmatic
approach, within Europe, for setting safety targets, assessing risks and generally dealing with safety issues.
The report is not intended to set any specific safety targets (which will remain the responsibility of the
relevant regulatory authorities) but only to provide guidance on different methods that can be used for setting
targets, assessing risks, deriving safety requirements, demonstrating satisfactory safety levels, etc., with
examples, where appropriate. The responsibility for accepting the methods to be used and for setting targets
remains with the Railway Authority (RA) in conjunction with the Safety Regulatory Authority (SRA).

Furthermore the introduction of the proposed safety directive (European Directive on the development of
safety on the Community’s railways through development of common safety targets and common safety
methods) should lead to a common safety regulatory regime within Europe. Such a regime will require that
there is a common European approach to the methods for setting safety targets and for assessing risks.

The Technical Report is intended to cover the full spectrum of railway systems and for use by all the different
user groups of the standard EN 50126-1. User groups may be part of any of the different players
(bodies/entities) involved during the life cycle phases of a system, from its conception to disposal.

However, this Technical Report deals with only those items covered by the standard EN 50126-1 that are
identified by the scope of work and with clarification of areas where EN 50126-1 could be misinterpreted.
Clauses in the report are structured to cover clarifications of definitions and concepts and then to reflect the
items in the scope and in order of the risk assessment process. But the contents are limited to include
guidance and explanations for only those items that were remitted by resolution 26/5 of TC 9X and any
related issues.
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1 Scope

1.1 This Technical Report provides guidance on specific issues, listed under 1.3 below, for applying the
safety process requirements in EN 50126-1 to a railway system and for dealing with the safety activities
during the different system life cycle phases. The guidance is applicable to all systems covered within the
scope of EN 50126-1. It assumes that the users of the report are familiar with safety matters but need
guidance on the application of EN 50126-1 for safety issues that are not or could not be addressed in the
standard in detail.

1.2 EN 50126-1 is the top-level basic RAMS standard. This application guide, CLC/TR 50126-2 forms an
informative part of EN 50126-1 dealing explicitly with safety aspects as limited by the scope defined in 1.3
below.

1.3 Limitation of scope
The scope is limited to providing guidance only for the following issues related to EN 50126-1.

i) Production of a top-level generic risk model for the railway system down to its major constituents (e.g.,
signalling, rolling stock, infrastructure, etc.) with definition of the constituents of the model and their
interactions.

i) Development of a checklist of common functional hazards within a conventional railway system
(including high speed lines, Light Rail Train’s, metro’s, etc.).

iii) Guidance on the application of the risk acceptance principles in EN 50126-1.

iv) Guidance on the application of functional safety in railway systems and qualitative assessment of
tolerable risk with examples.

v) Guidance for specifying relevant functional safety requirements and apportionment of safety targets to
the requirements for sub-systems (e.g. for rolling stock: door systems, brake systems, etc.).

vi) Guidance on the application of safety integrity level concept, through all the life cycle phases of the
system.

vii) Guidance on methods for combining probabilistic and deterministic means for safety demonstration.

viii) Guidance on the essentials (incl. maintenance, operation, etc.) for documented evidence or proof of
safety (safety case) with proposals for a common structure for such documentation.

1.4 A diagrammatic representation of the scope and limitations of the scope cross linking with the safety
activities within the life cycle phases of EN 50126-1 and the roles/responsibilities of the principal players is
given in Table 1 below. However, for full comprehension it is suggested that these clauses are considered
only after the whole document has been read:





