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PREFACE

This Standard was prepared by the Australian members of the Joint Standards
Australia/Standards New Zealand Committee IT-012, Information systems—Security and
identification technology. After consultation with stakeholders in both countries, Standards
Australia and Standards New Zealand decided to develop this Standard as an Australian, rather
than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from ISO/IEC 15408-3:1999,
Information technology—Security techniques—Evaluation criteria for IT security—Part 3:
Security assurance requirements.

The objective of this Standard is to define the assurance requirements of AS ISO/IEC 15408.
This Standard is Part 3 of AS ISO/IEC 15408, Information technology—Security techniques—
Evaluation criteria for IT security, which is published in parts as follows:

Part 1: Introduction and general model
Part 2: Security functional requirements
Part 3: Security assurance requirements (this Standard)

The term ‘informative’ has been used in this Standard to define the application of the annex to
which it applies. An ‘informative’ annex is only for information and guidance.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 15408’ should read ‘this part of AS ISO/IEC
15408°.

(c) A full point substitutes for a comma when referring to a decimal marker.
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AUSTRALIAN STANDARD

Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

This part of ISO/IEC 15408 defines the assurance requirements of the standard. It includes the
evaluation assurance levels (EALS) that define a scale for measuring assurance, the individual
assurance components from which the assurance levels are composed, and the criteria for
evaluation of PPsand STs.

1.1 Organisation of ISO/IEC 15408-3

Clause 1 istheintroduction and paradigm for this part of 1SO/IEC 15408.

Clause 2 describes the presentation structure of the assurance classes, families, components, and
evaluation assurance levels along with their relationships. It also characterises the assurance

classes and families found in clauses 8 through 14.

Clauses 3, 4 and 5 provide a brief introduction to the evaluation criteriafor PPs and ST, followed
by detailed explanations of the families and components that are used for those evaluations.

Clause 6 provides detailed definitions of the EALSs.

Clause 7 provides abrief introduction to the assurance classes and isfollowed by clauses 8 through
14 that provide detailed definitions of those classes.

Clauses 15 and 16 provide a brief introduction to the evauation criteria for maintenance of
assurance, followed by detailed definitions of those families and components.

Annex A provides a summary of the dependencies between the assurance components.

Annex B provides a cross reference between the EALs and the assurance components.

1.2 ISO/IEC 15408 assurance paradigm

The purpose of this subclause is to document the philosophy that underpins the ISO/IEC 15408-3
approach to assurance. An understanding of this subclause will permit the reader to understand the
rationale behind the 1SO/IEC 15408-3 assurance requirements.
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